POPI 02.31 Privacy Notification to Data Subjects —

Company Clients

ZATARA PROPERTY GROUP (PTY) LTD. Privacy Notification to data subject (Clients) when collecting

personal information.

Security of Information
Your privacy is important to us. To better protect your privacy, we provide this notice explaining our
information practices and the choices you can make about the way your information is collected and

used at this Company.

Confidentiality affects everyone: We collect, store and use large amounts of personal information

every day, which may be paper-based or held on a computer.

We take precautions to keep the personal information disclosed to us secure, and we will not
intentionally disclose such information to third parties for commercial purposes. To prevent
unauthorized access, maintain personal information accuracy, and to ensure the appropriate use of
information, we have put in place electronic safeguards, as well as internal organizational procedures to

safeguard and secure the information that you provide.
Collection, Use and Disclosure of Personal Information

What personal information do we collect?

We collect and hold information such as (but not limited to) names, addresses, contact information,
occupations, dates of birth and any other information which assists us in conducting our business and
complying with our legal obligations. We collect personal information when a mandate is received to
assist with financial, accounting, bookkeeping services and/or property and business solutions, via
business cards, telephone conversations, emails, responding to surveys or marketing communications,
registering and transacting on our website and from third parties. We may collect and hold information
from former, current and prospective clients, our suppliers and their employees, as well as contractors

and others.
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It is essential that we have accurate and up to date information about you so that we can give you the

best possible service, assistance and advise on property solutions. Please check that your personal
details are correct whenever you visit us and inform us of any changes. This minimizes the riskof you

not receiving important correspondence.

Purpose for which the information is being collected.
The cardinal purpose for which we process your Personal Information is to ensure that we can provide

you with exemplary service that makes your experience in dealing with us efficient and hassle-free.

Further to the above, we may process your Personal Information, for among other things, the following:

e to assist with property solutions;

¢ to assist with financial, accounting and bookkeeping services;

* to compile statistical and/or data and/or financial analyses for your business solutions;

e to give effect to any communication received from you, which may include instructions,
requests, queries, complaints and questions.

e to update our records and/or your contact details;

e to conduct market research;

e for the administrative, marketing (including direct marketing), planning, business or service
development, quality control, survey and research purposes of us, our related associates,
contractors and employees or service provider; and

e generally, to render our Services.

For the avoidance of doubt, the Personal Information shall be exclusively collected for the specific,

explicitly defined and lawful purpose of conducting our business.

The Company may also disclose your Personal Information for law enforcement and other legitimate

reasons although we shall do our best to assure its continued confidentiality to the extent possible.

Is the supply of the information voluntary or mandatory?
Supplying of certain types of information is mandatory.
. If you,
o refuse to provide your personal information which we request;
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o do not consent to us handling your personal information in accordance with this Privacy

Notice; or

o revoke any consent regarding the handling of your personal information by us which you have
previously given,

then such refusal or revocation of previously given consent might prevent us from performing our

services, and this might in turn, depending on your circumstances, adversely affect you.

Transfer the information to a third country
We may transfer your information to a Cloud database outside your country of domicile, potentially
including countries which may not require an adequate level of protection for your Personal Information

compared with that provided in your country.

Limits on collection

We collect only the information that is required to provide service, administrate the service that is
provided, and communicate with you. We do not collect any other information, or allow information to
be used for other purposes, without your express (i.e., verbal or written) consent - except where
authorized to do so by law.

When and to whom do we disclose personal information?

Disclosure to our associates and sub-contractors
Your personal information may be shared with our associates, sub-contractors and/or selected third

parties who process the information on our behalf.

Disclosure to third parties

We may also disclose your personal information to third parties under certain circumstances. If you do
not wish us to disclose this information to third parties, please contact us at the contact details set out
above. We may, however, not be able to provide property solutions or services to you if such disclosure

is necessary.
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Disclosures authorized by law:
There are limited situations where we are legally required to disclose your personal information without
your consent. These situations include (but are not limited to) reporting any illegal or fraudulent

activities, scams or by court order.

Disclosures to all other parties:

Your express consent is required before we will disclose your information to third parties for any
purpose other than to provide you with care or unless we are authorized to do so by law. Examples of
disclosures to other parties requiring your express consent include (but are not limited to) third party

financial institutes, auditors, debt collectors.

Can you withdraw consent?
You can withdraw your consent to have your information shared with other third parties at any time,

except where the disclosure is authorized by law.

Client Rights

How do you access the personal information held by this office?

You have the right to access your record in a timely manner. If you request a copy of your record, one
will be provided to you at a reasonable cost. If you wish to view the original record, one of our staff must
be present to maintain the integrity of the record, and a reasonable fee may be charged for this access.
Client requests for access to their record can be made in writing to our Information Officer in terms of
our Promotion of Access to Information Act, Section 51 Manual (see office address at bottom of this
Notification).

Limitations on access
In extremely limited circumstances you may be denied access to your records, but only if providing

access would create a significant risk to you or to another person.
What if you feel your record is not accurate?

We make every effort to ensure that all your information is recorded accurately. If an inaccuracy is

identified, you can request that a note be made to reflect this on your file/profile.
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Office Safeguards

How secure is your information?

Safeguards are in place to protect the security of your information. These safeguards include a
combination of physical, technological and administrative security measures that are appropriate to the
sensitivity of the information. These safeguards are aimed at protecting personal information against

loss or theft, as well as unauthorised access, disclosure, copying, use or modification.

What is our communications policy?
We protect personal information regardless of the format. Specific procedures are in place for
communicating by phone, email, fax, and post/courier.

How long do we keep information?

We retain records as required by law and professional guidelines.

How do we dispose of information when it is no longer required?
When information is no longer required, it is destroyed in a secure manner, according to set procedures

that govern the storage and destruction of personal information.

Complaints process
If you believe that this office has not replied to your access request or has not handled your personal
information in a reasonable manner, please address your concerns first with our Information Officer.

You may also choose to make a complaint to the Information Regulator.

Information Officer

Name: Richard Rodrigues
Tel No: 051 436 2200
Email: admin@psqguare.co.za
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Information Regulator

Address: 33 Hoofd Street; Forum Ill, 3rd Floor Braampark
Tel No: +27 (0) 10023 5200

Email: complaints.IR@justice.gov.za

Web Address: https://www.justice.gov.za/inforeg/contact.html
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2. Purpose, Scope and Users

2.1. This Policy regulates the management of CLIENT Personal Information of ZATARA PROPERTY GROUP (PTY)
LTD. (hereinafter the Company) and provides rules and procedures which apply to all departments and
individuals within the Company, aimed at ensuring that CLIENT Personal Information is processed and
protected properly.

2.2. This Policy applies to the Processing of CLIENT Personal Information by any department or individual within
the Company.

2.3. "Company" refers ZATARA PROPERTY GROUP (PTY) LTD. and all wholly owned subsidiaries directly or
indirectly controlled by it.

2.4. The users of this document are all CLIENTS of the Company.

3. Reference documents

3.1. Protection of Personal Information Act, 2013
3.2. Promotion of Access to Information Act, 2000
3.3. Personal Information Protection Policy

3.4. Information Retention Policy

3.5. Personal Information Breach Policy

3.6. Cross Border Information Transfer Policy

4. Definitions

The following definitions of terms used in this document are drawn from the Protection of Personal Information Act:

4.1. Personal Information

“personal information” means information relating to an identifiable, living, natural person, and where it is

applicable, an identifiable, existing juristic person, including, but not limited to -

PO
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a. information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or social origin, colour,
sexual orientation, age, physical or mental health, well-being, disability, religion, conscience, belief, culture,
language and birth of the person (CLIENT).

b. information relating to the education or the medical, financial, criminal or employment history of the person
(CLIENT).

c. any identifying number, symbol, e-mail address, physical address, telephone number, location information,
online identifier or other particular assignment to the person (CLIENT).

d. the biometric information of the person (CLIENT).

e. the personal opinions, views or preferences of the person (CLIENT).

f.  correspondence sent by the person (CLIENT) that is implicitly or explicitly of a private or confidential nature or
further correspondence that would reveal the contents of the original correspondence.

g. the views or opinions of another individual about the person (CLIENT) and

h. the name of the person (CLIENT) if it appears with other personal information relating to the person (CLIENT) or

if the disclosure of the name itself would reveal information.

4.2. Special Personal Information

Special personal information includes personal information concerning the religious or philosophical beliefs, race or
ethnic origin, trade union membership, political persuasion, health or sex life or biometric information of an

information subject, or the criminal behavior of an information subject.

4.3. Processing

““processing’”’ means any operation or activity or any set of operations, whether or not by automatic means,
concerning personal information, including -

a. the collection, receipt, recording, organization, collation, storage, updating or modification, retrieval, alteration,
consultation or use.

b. dissemination by means of transmission, distribution or making available in any other form; or merging, linking,
as well as restriction, degradation, erasure or destruction of information.
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4.4. Responsible Party

“responsible party’”” means a public or private body or any other person which, alone or in conjunction with others,

determines the purpose of and means for processing personal information.

4.5. Operator
“operator” means a person who processes personal information for a responsible party in terms of a contract or

mandate, without coming under the direct authority of that party.

5. General Principles for Processing Personal Information
We have summarized below the most important principles of personal information protection set out in POPI. Any
processing of personal information which is incompatible with any of the principles would be unlawful (unless an

exemption or derogation applies).

5.1. Purpose of the Guiding Principles.
In order to provide guidance and recommendations in connection with processing the personal information (special
or not) related to data subjects in the Company, who has considered it necessary to issue the following guiding

principles — which are liable to be updated as.

5.2. Scope.
The issues considered relate, in particular, to information communication and dissemination and the processing of
special personal information — especially those suitable for disclosing health and religious beliefs — and/or biometric

information.
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6. Compliance with Personal Information Protection Principles

6.1. General.

Lawfulness, Personal information shall be processed lawfully, reasonably and in a transparent
reasonableness and manner in relation to the data subject.

transparency

Purpose limitation Personal information shall be collected for specified, explicit and legitimate purposes

and not further processed in a manner that is incompatible with those purposes.

Data minimization Personal information shall be adequate, relevant and limited to what is necessary in
relation to the purposes for which they are processed.

Accuracy Personal information shall be accurate and, where necessary, kept up to date.

Storage limitation Personal information shall be kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which the personal
information is processed.

Integrity and Personal information shall be processed in a manner that ensures appropriate security
confidentiality of the personal information, including protection against unauthorized or unlawful
processing and against accidental loss, destruction or damage, using appropriate
technical or organizational measures.

Accountability The responsible party shall be responsible for and be able to demonstrate compliance
with POPI.

6.2. Objectives

The objectives of this Policy are to:

a. Provide a set of privacy and personal information protection standards that govern our procedures and protect
the privacy of the CLIENT’s personal information.

b. Demonstrate our on-going commitment to protecting the CLIENT’s privacy and addressing any privacy concerns
that you might have.

c. Describe the ways in which we collect, use, disclose and retain the CLIENT’s personal information.

PO
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d. Ensure that we comply with POPI.

e. Facilitate our compliance with any further developments in the protection of personal information.

6.3.

Protection of Personal Information Act 2013 (“POPI”)

Below, we provide guidance as to how we collect, use, disclose and retain the CLIENT’s personal information in

accordance with POPI and how we administer this Policy.

6.4. Consent Obligation

i. Consent Required

The Company shall not collect, use or disclose the CLIENT’s personal information unless;

— the CLIENT gives, or are deemed to give, consent to the collection, use or disclosure of their personal
information; or

— the collection use or disclosure of the CLIENT’s personal information without the CLIENT’s consent is

required or authorized under POPI or other written law.

Provision of Consent

Company shall not, as a condition of providing a product or service to our CLIENTS, require them to consent
to the collection, use or disclosure of their personal information beyond what is reasonable to provide the
product or service to them.

The Company shall not obtain or attempt to obtain our CLIENTS consent for collecting, using or disclosing
personal information by providing false or misleading information with respect to the collection, use or

disclosure of the CLIENT’s personal information, or use deceptive or misleading practices.

Implied Consent

CLIENTS are deemed to consent to the collection, use or disclosure of their personal information for a
purpose if:
e they voluntarily provide their personal information to the Company for that purpose, albeit without

actually expressly providing CLIENT’s consent; and

PO

Suite 19 | Ist Floor| Preller Square Shopping Centre | Graaf Reinet Street | Dan Pienaar | Bloemfontein | 9301




e jtisreasonable that they would voluntarily provide the information.

ii. If CLIENTS give, or are deemed to give, consent to the disclosure of their personal information by the
Company to another organization for a particular purpose, then they are deemed to consent to the
collection, use or disclosure of their personal information for that particular purpose by such other

organization.

Withdrawal of Consent

i.  On providing reasonable notice to the Company, CLIENTS may at any time withdraw any consent given, or
deemed to be given, in respect of the Company’s collection, use or disclosure of their personal information
for any purpose.

ii. CLIENTS may submit the withdrawal of consent via mail, email or by completing the Withdrawal of Consent
Form and submit to the Company’s Information Officer.

iii. On receipt of such notice, the Company shall inform them of the likely consequences of withdrawing
CLIENT’s consent.

iv. Processing and updating CLIENTS request can take up to 30 days.

6.5. Purpose Limitation Obligation

Limitation of Purpose

The Company may collect, use or disclose CLIENT’s personal information only for purposes:
i. that areasonable person would consider appropriate in the circumstances; and

ii. where the CLIENT has been informed, to the extent applicable.

Notification of Purpose

The Company shall provide CLIENTS with the following information whenever we seek to obtain their consent to
the collection, use or disclosure of their personal information, except under circumstances where their consent
is deemed or is not required:

i. the purpose(s) for the collection, use or disclosure of their personal information, on or before collecting

CLIENT’s personal information.
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any other purpose(s) for the use or disclosure of their personal information of which you have not been
informed, before the use or disclosure of CLIENT’s personal information for that purpose; and
on requested by them, the contact details of the Company’s Information Officer (“10”), who can answer

CLIENT’s questions about the collection, use or disclosure of their personal information.

Access and Correction Obligation

Access to CLIENTS Personal Information

On CLIENTS request, and subject to the restrictions set forth in POPI, the Company shall, as soon as

reasonably possible, provide them with:

e their personal information that is in the Company’s possession or control; and

e information about the ways in which their personal information has or may have been used or
disclosed by the Company within a year before their request.

the Company may charge CLIENTS a minimum fee for access to their personal information to offset the

administrative costs in complying with such requests.

Correction of CLIENTS Personal Information

CLIENTS may request the Company to correct an error or omission in their personal information that is

under the Company’s control or possession. Unless the Company is satisfied on reasonable grounds that a

correction should not be made or the law states otherwise. The Company shall:

e correct CLIENTS personal information as soon as practicable; and

e send CLIENTS corrected personal information to every organization to which CLIENT’s personal
information was disclosed by the Company within a year before the data correction was made, unless
that other organization does not need the corrected personal information for any legal or business
purpose.

the Company is not required to correct or alter an opinion, including professional or an expert opinion.
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6.7. Accuracy Obligation
The Company shall make reasonable efforts to accurately record CLIENT’s personal information as given by
them or their representatives and make reasonable efforts to ensure that CLIENTS personal information is
accurate and complete, if the personal information:
b. s likely to be used by the Company to make a decision that affects them; or

c. islikely to be disclosed by the Company to another organization.

6.8. Protection Obligation
The Company shall protect personal information in its possession or control by making reasonable security
arrangements to prevent unauthorized access, collection, use, disclosure, copying, modification, disposal or any

other similar risks.

6.9. Retention Limitation Obligation
The Company shall cease to retain documents containing CLIENT’s personal information, or remove the means
by which their personal information can be associated with them, as soon as it is reasonable to assume that:
a. the purpose for which CLIENT’s personal information was collected is no longer being served by retention
of their personal information; and

b. retention is no longer necessary for legal or business purposes.

6.10. Transfer Limitation Obligation
The Company shall not transfer CLIENT’s personal information outside of South Africa except in accordance

with the requirements of POPI.

6.11. Complaints Handling Procedure
a. Should a CLIENT be unhappy with our treatment of their personal information or they believe there has
been a breach of this Policy, they must please contact the Company’s Information Officer (details in

clause 6.13 below) and clearly set out the nature of CLIENT’s concern.
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b. Complaints may be initially made orally, or in writing. Where a complaint is made orally, a CLIENT must

confirm the complaint in writing as soon as possible. If they require assistance in lodging a complaint,
they must please contact our office.
c.  CLIENT complaints will be reviewed, and they will be provided with a written response within fourteen

(14) working days.

6.12. Compliance with this Policy

a. the Company implements this Policy through the use of proper procedures and staff training to ensure
compliance with this Policy.

b. We ensure that all our staff members and any representatives who deal with personal information are
aware of the standards of this Policy.

c. the Company requires that all of its staff and representatives with access to personal information
maintain confidentiality concerning that personal information. We implement that requirement through
appropriate contractual terms and internal policies.

d. Our procedures for handling personal information are developed to implement the standards of this
Policy. The Company trains its staff members in the proper conduct of those procedures that are relevant

to their duties.
6.13. Information Officer (“10”)
For further information about this Policy or to access our complaint handling procedure, please address

CLIENT’s correspondence to the Company Information Officer.

Richard Rodrigues
Tel: 051 436 2200
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